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opportunities and will be better posi-
tioned to actually get ahead. 

It has been over three decades since 
we passed comprehensive tax reform, 
and it is past time we do something 
about it. Fortunately, we now have an 
administration that shares this inter-
est in finally improving our tax system 
instead of making it even more con-
voluted and constricting—and without 
demanding $1 trillion in new taxes for 
the government. 

Easing the burden on the middle 
class and getting the economy moving 
again are top concerns here in the Re-
publican Senate. We understand that 
for the past 8 years, too many families 
struggled under the weight of an econ-
omy that failed to reach its potential, 
too many took home wages that didn’t 
meet their needs, and too many saw op-
portunity slip away. We understand 
that these families deserve a change in 
direction and expect each of us to do 
what we can to get the economy mov-
ing again soon. That is why we passed 
legislation to provide relief from 
Obama-era regulations that stifle 
growth, and it is why we will keep 
working to advance more legislative 
solutions to help hard-working Ameri-
cans. Tax reform is one way we can do 
just that. 

This is an area where Republicans 
and Democrats have been able to find 
some common ground in the past, and 
I am hopeful our friends across the 
aisle will join us in working toward 
comprehensive tax reform one more 
time. Either way, the Republican Sen-
ate remains committed to enacting tax 
reform so we can help encourage Amer-
ican investment, boost job creation, 
and promote wage growth all across 
our country. 

Mr. President, I suggest the absence 
of a quorum. 

The PRESIDING OFFICER. The 
clerk will call the roll. 

The assistant bill clerk proceeded to 
call the roll. 

Mr. MCCONNELL. Mr. President, I 
ask unanimous consent that the order 
for the quorum call be rescinded. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

f 

RESERVATION OF LEADER TIME 

The PRESIDING OFFICER. Under 
the previous order, the leadership time 
is reserved. 

f 

CONCLUSION OF MORNING 
BUSINESS 

The PRESIDING OFFICER. Morning 
business is closed. 

f 

EXECUTIVE SESSION 

EXECUTIVE CALENDAR 

The PRESIDING OFFICER. Under 
the previous order, the Senate will pro-
ceed to executive session to resume 

consideration of the Sullivan nomina-
tion, which the clerk will report. 

The senior assistant legislative clerk 
read the nomination of John J. Sul-
livan, of Maryland, to be Deputy Sec-
retary of State. 

The PRESIDING OFFICER. Under 
the previous order, the time until 11 
a.m. will be equally divided in the 
usual form. 

f 

LEGISLATIVE SESSION 

Mr. MCCONNELL. Mr. President, I 
move to proceed to legislative session. 

The PRESIDING OFFICER. The 
question is on agreeing to the motion. 

The motion was agreed to. 

f 

EXECUTIVE SESSION 

EXECUTIVE CALENDAR 

Mr. MCCONNELL. Mr. President, I 
move to proceed to executive session to 
consider Calendar No. 54, Courtney 
Elwood to be General Counsel of the 
CIA. 

The PRESIDING OFFICER. The 
question is on agreeing to the motion. 

The motion was agreed to. 
The PRESIDING OFFICER. The 

clerk will report the nomination. 
The senior assistant legislative clerk 

read the nomination of Courtney 
Elwood, of Virginia, to be General 
Counsel of the Central Intelligence 
Agency. 

CLOTURE MOTION 

Mr. MCCONNELL. Mr. President, I 
send a cloture motion to the desk. 

The PRESIDING OFFICER. The clo-
ture motion having been presented 
under rule XXII, the Chair directs the 
clerk to read the motion. 

The senior assistant legislative clerk 
read as follows: 

CLOTURE MOTION 

We, the undersigned Senators, in accord-
ance with the provisions of rule XXII of the 
Standing Rules of the Senate, do hereby 
move to bring to a close debate on the nomi-
nation of Courtney Elwood, of Virginia, to be 
General Counsel of the Central Intelligence 
Agency. 

Mitch McConnell, John Barrasso, Mike 
Crapo, Jerry Moran, Michael B. Enzi, 
James M. Inhofe, Richard Burr, Roger 
F. Wicker, Pat Roberts, Shelley Moore 
Capito, Thom Tillis, Orrin G. Hatch, 
Marco Rubio, John Boozman, John 
Cornyn, John Hoeven, James E. Risch. 

Mr. MCCONNELL. Mr. President, I 
ask unanimous consent that the man-
datory quorum call with respect to the 
cloture motion be waived. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

f 

EXECUTIVE CALENDAR—Continued 

Mr. MCCONNELL. Mr. President, I 
ask unanimous consent that the Sen-
ate resume consideration of the Sul-
livan nomination. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

If no one yields time, the time will be 
charged equally to the two sides. 

RECOGNITION OF THE MINORITY LEADER 
The Democratic leader is recognized. 

MANCHESTER ATTACK 
Mr. SCHUMER. Mr. President, first, 

the Senate’s thoughts and prayers go 
out to everyone in Manchester, Eng-
land. Such violence is particularly 
heartbreaking when it happens, as it 
did in Manchester, at a concert with so 
many young people there to enjoy. 

We mourn the families of the victims 
of last night’s terrorist attack. We 
hope the perpetrators are quickly 
found and brought to justice. I saw on 
TV a mother waiting, trying to email 
and text her daughter. She got no an-
swer. She was wondering where her 
daughter was. It brought back the hor-
rible memories for me after 9/11, the 
day after, when I went up there and 
saw hundreds of people holding up 
signs: ‘‘Have you seen my wife Eve-
lyn?’’ ‘‘Have you seen my son John,’’ 
not knowing if they were alive or dead. 
Most of them ended up being dead. 

We hope and pray that mother, and 
all the other mothers, fathers, broth-
ers, and sisters who are waiting for 
news that maybe their child, their rel-
ative, is alive, will find them alive. Our 
prayers go out to them. 

RUSSIA INVESTIGATION 
Mr. President, now, on another mat-

ter completely, last night, it was re-
ported in the Washington Post that 
President Trump attempted to enlist 
the Director of National Intelligence, 
Dan Coats, and the Director of the Na-
tional Security Agency, Admiral Rog-
ers, in helping the administration push 
back against reports in the press about 
an investigation into the President’s 
campaign and its potential ties to Rus-
sia. 

According to the same reporting, 
White House staff may also have 
‘‘sounded out top intelligence officials 
about the possibility of intervening di-
rectly’’ with the FBI and Mr. Comey to 
get them to drop the investigation into 
General Flynn. 

If these reports are accurate, it is an-
other piece of now-mounting evidence 
that this White House has no interest— 
no interest—in allowing the Russia in-
vestigation to proceed without par-
tisan interference, and the White 
House seems to have little respect for 
the principles of the rule of law. We 
have not quite seen anything like it in 
a very long time. 

Such allegations only reinforce the 
correctness of the decision to appoint 
Special Counsel Mueller to oversee the 
investigation and should strengthen 
our resolve to ensure that he is insu-
lated from interference from this 
White House. Such allegations also 
strengthen, again, the need for an inde-
pendent, nonpartisan FBI Director. 

With all these reports of attempts to 
interfere with the investigation, we 
cannot have an FBI Director who has a 
political background, who doesn’t seem 
right down the middle, who doesn’t 
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seem to be a Director’s Director, a 
prosecutor’s prosecutor, an investiga-
tor’s investigator. No politician or can-
didate with insufficient impartiality 
should be selected by the President or 
confirmed by the Senate. We Demo-
crats will stand very strongly for that. 

Given the almost daily reports about 
potential meddling and misconduct by 
this administration, Congress must ex-
ercise its oversight authority in order 
to keep this administration in check. 
Both the executive branch and the con-
gressional investigations must proceed. 
This is not about politics or political 
advantage. When a foreign power, par-
ticularly an enemy of our country like 
Putin and Russia, tries to interfere in 
your elections—and will probably do it 
again in the future—we have to know 
everything that happened, who partici-
pated, and make sure it doesn’t happen 
again. 

If people who participated in it—if 
there are such people—get away with it 
this time, many more will do it next 
time. So this is an issue of national in-
terest, national security, and even the 
future of our democracy. I remind col-
leagues that in our Constitution, the 
Founding Fathers worried about for-
eign interference in our government. 
When I read that in high school and 
again in college, I said: Well, that 
doesn’t seem real. It is all too real 
today, showing both the wisdom of the 
Founding Fathers and the need for 
strong oversight. 

THE PRESIDENT’S BUDGET 
Mr. President, now, on the budget, 

today, the President will release his 
full budget for fiscal year 2018. From 
all indications, the Trump budget will 
seek deep cuts to programs that help 
the middle class and working America 
while providing more handouts to the 
rich. It will cut to the bone programs 
that help the elderly, the poor, while 
adding money for an unnecessary, inef-
fective border wall that continues to 
have bipartisan opposition. 

To make all the math work, the 
Trump budget makes entirely un-
founded assumptions about economic 
growth. In short, the Trump budget 
takes a sledgehammer to the middle 
class and the working poor, lavishes 
tax breaks on the wealthy, and imag-
ines all of the deficit problems away 
with fantasy math. The Trump budget 
exists somewhere over the rainbow, 
where the dreams of Nick Mulvaney, 
PAUL RYAN, and the Koch brothers 
really do come true. 

Of course, these dreams are a night-
mare for the average working Amer-
ican. We expect the Trump budget will 
make deep cuts to the National Insti-
tutes of Health and Centers for Disease 
Control. Let me ask, How many people 
in America want to cut cancer research 
when it has done such good? Well, 
President Trump evidently does. It is 
his budget. 

They kneecap research that develops 
new cures, damaging our ability to 
contain or prevent the outbreak of dis-
ease. We are all living longer and 

healthier, in part because of this re-
search. We want to stop it, cut it back, 
so we can give tax breaks to wealthy 
people who, God bless them, are doing 
great already? 

We expect the Trump budget will 
gash programs like Meals on Wheels. I 
even read in the paper this morning 
that the head of the Freedom Caucus 
said that even for him some of these 
cuts were too great. The SNAP bene-
fits, making sure no kid goes to bed 
hungry in America—this is America. 
We have always done this. The Chil-
dren’s Health Insurance Program, cru-
elly ripping away the lifelines from 
Americans who need it the most, the 
children, the working poor, the elderly. 

We expect the Trump budget will cut 
transportation funding, education 
funding, and programs that help stu-
dents repay their student loan debt. 
One of the great problems in America, 
the debt on the backs—the burden on 
average kids getting out of college, 
middle-class kids, we are going to 
make it harder? What is going on here? 
What is going on in the White House 
with this kind of budget? 

Our college kids, when they get out, 
they need to be able to live real good 
lives and not have this burden of debt 
on their shoulders which they are 
struggling under now. We are going to 
make it worse. We also—it is amazing 
but true. The Trump budget will break 
President Trump’s promise to protect 
Social Security and Medicaid from 
cuts, both of these. He promised over 
and over again he would not cut Social 
Security, Medicare, and Medicaid. 

Medicare was not cut here, but Med-
icaid is and Social Security is. On So-
cial Security, the budget will cut So-
cial Security disability benefits to 
many Americans who have earned 
them and paid for those benefits. You 
can say: Well, it doesn’t cut old-age 
benefits for the elderly. Wait. If they 
get away with this, the elderly will be 
next on the chopping block because the 
goal, it seems, of this budget is to cut 
everything you can so you can give 
even more tax breaks to the wealthiest 
people—the Koch brothers type of 
thinking. 

It will also seek hundreds of billions 
of dollars—additional cuts—in Med-
icaid. The budget cuts Medicaid on top 
of the cuts that were made in the 
House bill for TrumpCare. What will 
that do? Medicaid has become a mid-
dle-class program. For sixty percent of 
the people in nursing homes, Medicaid 
funds it. 

What are we going to tell a couple 
with three kids? Say, they are 40 or 45. 
They have three kids. They are saving 
for college, they are struggling, but at 
least they know that mom or dad, who 
needs help, is in a nursing home. If this 
budget passes, that family is going to 
have a terrible choice: Take hundreds 
of dollars a month out of their own 
budget and give it to pay for the nurs-
ing home or find a place for mom and 
dad to live, maybe at home. Maybe 
there is no room in the house. It is 
awful. That is what they are doing. 

What else will it hurt? Opioid addic-
tion. Much of the progress we are try-
ing to make on opioid addiction comes 
through Medicaid because they give 
treatment. We need law enforcement— 
I am a tough law enforcement guy; you 
know that—but we also need treat-
ment. I have had fathers cry in my 
arms because their sons—in this case, 
it was both sons—were waiting online 
for treatment and died of an overdose. 
What a burden a parent has to live 
with. We should cut that and cut it to 
give more tax breaks to the rich? It is 
an America turned upside down—this 
budget. 

How about rural areas? I represent 
New York State. It is known for its big 
city, New York City. We have other 
great cities upstate, but we also have 
the third largest rural population in 
America. So I am very familiar with 
rural America. In many of my counties 
in upstate New York—and this is true 
in rural counties throughout Amer-
ica—the largest employer is the rural 
hospital. That hospital is the only hos-
pital around for miles and miles and 
miles if, God forbid, you have a stroke 
and you have to be rushed there to get 
better. 

Well, go talk to our rural hospitals. 
These rural hospitals are the beating 
heart of our local economy, employing 
hundreds, sometimes even thousands, 
of people. Well, nearly one in three 
rural hospitals today is at risk of clo-
sure. It is more expensive to run a 
rural hospital. People in rural areas 
are entitled to the same healthcare, so 
that means buying all these fancy ma-
chines. In an urban area, those ma-
chines can run 24/7 and get the reim-
bursement back, but in a rural area 
they can’t. There are not that many 
people, but they get some help. 

The Trump cuts to Medicaid would 
cause a whole bunch of these rural hos-
pitals to close and many more to lay 
off employees, hurting healthcare in 
rural America, and hurting jobs in 
rural America—places that need help. 

The Trump budget on top of 
TrumpCare, which seeks more than 
$800 billion in cuts to Medicaid, would 
decimate healthcare options for rural 
Americans and pull the plug on many 
of these rural hospitals. Some of my 
colleagues will be talking more about 
that this morning. 

When you add all of it up, the Trump 
budget is comic-book-villain bad. Just 
like comic books, it relies on a fantasy 
to make all the numbers work. It is the 
kind of budget you might expect from 
someone who is openly rooting for a 
government shutdown. Haven’t we 
heard the President say that? It is the 
latest example of the President break-
ing his promises to working Ameri-
cans. This budget breaks promise after 
promise after promise that the Presi-
dent made to what he called the forgot-
ten America, the working men and 
women of America. He said that he 
would help them, and this budget goes 
directly against them. 

In his speech to Congress, for in-
stance, earlier this year the President 
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called education ‘‘the civil rights issue 
of our time,’’ but his budget guts vital 
school programs, our future, our kids. 
He said: ‘‘Cures to illnesses that have 
always plagued us are not too much to 
hope,’’ but his budget slashes funding 
at the NIH and CDC where they do this 
research. And he said: ‘‘Save Medicare, 
Medicaid, and Social Security without 
cuts. Have to do it,’’ but his budget 
cuts Social Security disability insur-
ance and ends Medicaid as we know it. 

The Trump budget is one giant, bra-
zen, broken promise to the working 
men and women of America. It com-
pletely abandons them. Fundamen-
tally, this is a deeply unserious pro-
posal that should roundly be rejected 
by both parties here in Congress. I am 
optimistic that is what will happen. 

We should follow the same blueprint 
we did in the 2017 budget: Both Demo-
crats and Republicans, House and Sen-
ate, in a bipartisan way, everyone com-
promised. We should get together, ne-
gotiate a serious proposal that main-
tains our commitments to the middle 
class and actually sets up our economy 
to grow. 

We cannot let the President turn 
America inside out with his budget. We 
have to stand together, Democrats and 
Republicans, and reject it for the sake 
of middle-class and working Ameri-
cans. The Trump budget hopefully will 
not see the light of day. 

I yield the floor. 
The PRESIDING OFFICER. The Re-

publican whip. 
Mr. CORNYN. Mr. President, it was 

quite edifying to be sitting here listen-
ing to the Democratic leader speak this 
morning during the morning remarks, 
expressing his concern for healthcare, 
rural hospitals, and talking about his 
concerns about delivering healthcare 
to the poor. It is indeed ironic because 
at a time when ObamaCare, the Afford-
able Care Act, is literally in meltdown 
with unaffordable premiums and 
deductibles, we are not seeing any help 
whatsoever from our Democratic col-
leagues. I would suggest, rather than 
rail against the President’s budget, 
they ought to be engaged in a more 
constructive process of working with 
us to make sure we can deliver on the 
promise of affordable healthcare to all 
Americans. 

Of course, there is the matter of the 
President’s budget itself. I remember 
that President Obama’s last budget got 
voted on here in the U.S. Senate. It got 
one vote—one vote. A President’s budg-
et is not binding on the Congress. The 
Congress passes a budget resolution, 
both houses, and we anticipate doing 
that again. 

The President’s budget is really a 
statement of the President’s priorities. 
Frankly, there are some things in the 
President’s proposed budget that I 
think are worthwhile—things like se-
curing our border. At the end of the 
day, it is the job of Congress, though, 
to pass a budget that reflects the prior-
ities of our country. 

I think it is worth pointing out that 
several aspects of the President’s budg-

et are encouraging and a welcome 
change from the previous administra-
tion. For one, it balances in 10 years. I 
would love to have our Democratic col-
leagues express some concern for the 
fact that we continue to spend money 
we don’t have and impose the burden of 
repaying that money someday on fu-
ture generations. To me, that is one of 
the most immoral things we do in this 
country; we spend the money today, 
and we leave the debt to our children 
and grandchildren to pay that back, 
which they must at some point. So 
when the President proposes a budget 
that actually balances in 10 years, I 
think that is a good thing. What a wel-
come relief from a White House budget 
anchored around overspending and 
growing the size of government, which 
we have seen for the last 8 years. 

The other thing the President’s budg-
et does is reverse the defense sequester. 
This is the artificial cap we put on de-
fense spending. 

Of all the things the Federal Govern-
ment does, national security is the No. 
1 job. You can’t outsource that to any-
one. It is our No. 1 responsibility to 
keep the country safe and to keep 
America strong. Under the Obama ad-
ministration, there was a cap put in 
place that prevented increased mili-
tary spending, and indeed we saw cuts 
to the military of about 20 percent dur-
ing the Obama years. 

One thing that President Trump has 
done, which I find a welcome sign, is to 
properly resource our military so we 
can better defend against increasing 
threats around the world. It is simply 
irresponsible for us to allow our men 
and women in the military to operate 
on slashed budgets and outdated equip-
ment. They can’t even train and be 
ready for the next fight. The best de-
terrent to war and the best assurance 
of peace is a strong America. The 
President’s budget reflects a better un-
derstanding of the threat environment 
ahead, and for that I am grateful. 

So rather than railing against the 
President’s budget, which he knows 
will not be passed into law—because no 
President’s budget ever becomes law; it 
is a proposal of the President’s prior-
ities. As I said, there is much to like 
among the President’s priorities—bal-
ancing the budget, emphasizing na-
tional security spending, and the like. 
Ultimately, we will have to come up 
with a budget ourselves. So I find the 
Democratic leader’s railing against the 
President’s budget, which he knows 
will not become law as written, some-
what ironic. 

BORDER SECURITY 
Mr. President, on another matter, I 

have the privilege of serving as the 
chairman of the Judiciary Sub-
committee on Border Security and Im-
migration. It is a role I take seriously 
in light of the many challenges our Na-
tion faces when it comes to security 
and trade along our southern border. 

The Texas-Mexico border makes up 
more than 60 percent of the total U.S. 
southern border. That means Texas is 

at the epicenter of the national secu-
rity conversation when it comes to bor-
der security and protecting commu-
nities that thrive on cross-border 
trade, not to mention the U.S. econ-
omy that reaps 5 million jobs as a re-
sult of binational trade with Mexico 
alone. 

Later today, the subcommittee will 
have a chance to examine this impor-
tant topic and consider ways that Con-
gress can help the Trump administra-
tion make America safer and our bor-
ders stronger. In particular, I look for-
ward to hearing from Chief Ron 
Vitiello, who is currently Acting Dep-
uty Commissioner for Customs and 
Border Protection. He actually is the 
head Border Patrol agent for the Fed-
eral Government, a man who has spent 
many years on the frontlines and 
knows from experience the challenges 
that exist in securing the border. 

Customs and Border Protection 
agents and officers face a range of chal-
lenges every day, working in some of 
the most inhospitable environments 
and remote locations, often without 
adequate resources or equipment. They 
work tirelessly to combat drug traf-
ficking, arms smuggling, illegal immi-
gration, and human trafficking, while 
simultaneously working to facilitate 
legitimate trade and travel between 
Mexico and the United States. 

I spoke a little bit about this yester-
day in light of NAFTA’s importance to 
the Texas and U.S. economy. Texas is a 
first port of entry for many goods and 
many people coming from all over the 
world, and it takes a solid team of Cus-
toms and Border Patrol professionals 
and good leadership to manage the bor-
der and the many ports of entry along 
it. I am grateful to Chief Vitiello for 
his hard work and look forward to his 
testimony this afternoon. 

This administration has made clear 
that securing the border is a top pri-
ority, and I agree with that. I am con-
fident that with topnotch leaders like 
Secretary Kelly of the Department of 
Homeland Security and Attorney Gen-
eral Jeff Sessions, we will finally make 
real progress toward getting it done. 

The appropriations bill that was re-
cently signed into law included the 
largest increase for border security 
technologies and infrastructure im-
provement in more than a decade. For-
tunately, the President’s budget sup-
ports increased investment in border 
security and immigration enforcement, 
as well, including new infrastructure 
and technologies to help us achieve 
operational control of the southern 
border. This focus on border security is 
a welcome change from the previous 
administration, and I am glad we now 
have leaders who will take the need to 
achieve true border security seriously. 

I have always said that border secu-
rity ultimately is a matter of political 
will. The Obama administration didn’t 
have it; the Trump administration 
does. With the political will and with 
the guidance of experts like Chief 
Vitiello and others who tell us exactly 
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what the Border Patrol needs in order 
to secure the border, I am confident of 
our ability to get it done. 

I will just relate the conversation I 
had with the Chief of the Rio Grande 
Border Patrol sector, Chief Manny 
Padilla. Chief Padilla long served in 
the Border Patrol in many different 
places along the border. 

Of course, the border is very different 
in San Diego than it is in the Rio 
Grande Valley of Texas. For one thing, 
Texas has virtually all private prop-
erty along the border and, of course, is 
separated by the Rio Grande River 
from Mexico. 

What Chief Padilla has said to me, 
which I believe is absolutely the case, 
is that it takes three different things 
to secure the border. It takes infra-
structure. You can call it fencing, like 
the Secure Fence Act that we passed a 
few years ago that almost all of our 
Democratic colleagues voted for. It 
takes things like levy walls, which we 
have in Hidalgo County and the Rio 
Grande Valley. But it also takes tech-
nology and personnel because we know 
that no piece of infrastructure alone is 
going to provide the security we need. 
But fundamentally we need to regain 
the people’s trust and confidence that 
the Federal Government will carry out 
its primary responsibility to protect 
our citizens and defend our borders. 

Border security is complex. It is 
multifaceted and requires an approach 
that includes air, sea, and land. That is 
why we need a multilayered approach 
to border security that includes infra-
structure, like the President talks 
about frequently when he talks about 
the wall. It takes technology, and it 
takes the men and women in the Bor-
der Patrol who do the dangerous but 
important work of keeping our border 
secure and keeping our country safe. 

Mr. President, I yield the floor. 
The PRESIDING OFFICER. The Sen-

ator from Maryland. 
Mr. CARDIN. Mr. President, shortly 

we will be voting on cloture on the 
nomination of John Sullivan, the 
nominee to be Deputy Secretary of 
State, and as the ranking Democrat on 
the Senate Foreign Relations Com-
mittee, I urge my colleagues to support 
the cloture motion and support the 
nomination of John Sullivan to be the 
next Deputy Secretary of State. 

MANCHESTER ATTACK 
Before I begin, I want to express that 

I strongly condemn yesterday’s heart-
breaking attack in Manchester. I want 
to express my sincere condolences to 
the families of those who lost loved 
ones, especially the innocent and de-
fenseless children who were brutally 
killed. As a father and grandfather, I 
mourn with them, and I am praying for 
the recovery of the injured. 

The United States stands in firm sol-
idarity with our friends in the United 
Kingdom. The United States will pro-
vide the necessary assistance as British 
authorities work to bring those respon-
sible to justice. I know I speak for all 
my colleagues in the Senate in our sol-

idarity with our friends in the United 
Kingdom. 

Mr. President, in regard to Mr. Sulli-
van’s nomination to be Deputy Sec-
retary of State, he is well qualified for 
that position. He served in the Justice 
Department and in the private practice 
of law. He served as Deputy General 
Counsel at the Department of Defense. 
He also has been involved in the De-
partment of Commerce, where he was 
General Counsel and Deputy Secretary. 
He is well familiar with government. 
He served in public positions and also 
brings private experience as a lawyer 
to the position of Deputy Secretary of 
State. 

I do want to point out—as I pointed 
out to Mr. Sullivan and as most mem-
bers of our committee did—that he will 
find himself home alone for a period of 
time, in that the Trump administra-
tion has not submitted to Congress 
nominees for important positions at 
the Department of State. Yes, I have 
confidence in the career people at the 
Department of State, but there are 
times that we have to have a confirmed 
person in control in order to advance 
policies. So it is important—from em-
bassy security, to fighting terrorism, 
to helping with the humanitarian chal-
lenges we have around the world and 
the administration of our missions in 
all the countries around the world— 
that we have a team in place. The 
Trump administration has been slow in 
providing us with qualified individuals 
to fill these positions. Thus far, the ad-
ministration has decided to treat the 
State Department as an inconvenience 
rather than as a critical national secu-
rity asset. 

Secondly, I want to express my con-
cern about something that will make 
Mr. Sullivan’s job a lot more difficult— 
the international affairs budget for fis-
cal year 2018 that the administration is 
unveiling today. Although we are still 
receiving details, as I look at the mas-
sive spending cuts to vital national se-
curity, it is impossible to conclude this 
is anything but an ‘‘America alone’’ 
budget—one that, if enacted, will have 
disastrous effects on our standing in 
the world. 

Let me repeat one more time that 
the money we spend on development 
assistance, on diplomacy, and that we 
spend in regard to helping our allies 
around the world and countries around 
the world is part of our national secu-
rity budget. It is part of our national 
security budget, and yet the Presi-
dent’s fiscal year 2018 budget would 
compromise national security. 

As Secretary Mattis has said—often 
quoted on this floor—if you don’t give 
the Secretary of State and the State 
Department the resources they need, 
you better be prepared to give them 
more ammunition and more soldiers 
because it is going to be more costly 
for them to defend. 

It is very disappointing that the 
budget slashes critical support to our 
allies in their efforts to defeat ter-
rorism, including zeroing out counter-

insurgency support in Afghanistan, 
Iraq, and Pakistan. It will slash funds 
to support the defense needs of count-
less foreign partner countries and offer 
them the unpalatable option of going 
into debt to the United States to get 
the defense equipment and support 
they need. This is certain to damage 
our security, counterterrorism, and se-
curity interests with these countries 
and prove a golden opportunity for 
Russia and China to take the place of 
the United States. This is serious busi-
ness. If we don’t help countries that 
are part of our coalition against ter-
rorism, if we don’t give them the re-
sources to help us, then, quite clearly, 
our enemies will move in. As we know, 
Russia has done many things against 
U.S. interests. The voids will be quick-
ly picked up by Russia and China. 

This is a budget proposal that cuts 
support to European allies to counter 
Russia’s aggression—precisely when 
Russia’s assault on our democracy and 
the democracies of our European de-
mocracies has reached a fever pitch. At 
a time when the United States should 
be standing up for our allies and part-
ners in Europe, this budget zeros out 
the Assistance for Europe, Eurasia and 
Central Asia—AEECA—account and 
eliminates the European Reassurance 
Initiative altogether. This was an ini-
tiative that was set up to counter Rus-
sia’s influence in Europe, and we are 
going to zero that out? 

This is a budget proposal that walks 
away from the promotion of demo-
cratic values. It slashes funding for 
human rights and democracy programs 
abroad and hollows out the ideas, ini-
tiatives, and institutions on which U.S. 
leadership and international order 
rests, like the United Nations Peace-
keeping. 

In his remarks in Saudi Arabia this 
past weekend, President Trump ap-
plauded Jordan, Turkey, and Lebanon 
for their role in hosting refugees. Yet 
draconian humanitarian funding cuts 
would harm these very friends and al-
lies who are hosting millions of refu-
gees. What an inconsistent message. It 
also eliminates the U.N. emergency 
food aid program at a time of famine in 
Africa and the Middle East. If these 
budget cuts are implemented, many 
people around the world will die as a 
result of diminished resources and sup-
port that would result. We can’t let 
that happen. 

It is a budget proposal that under-
mines our ability to deal with pressing 
national security challenges, including 
development assistance, humanitarian 
aid, and climate change. The adminis-
tration’s budget proposal slashes more 
than 30 percent from our foreign assist-
ance budget and dramatically cuts sup-
port for critical programs to save the 
lives of mothers in childbirth, feed 
hungry children, educate young people, 
train farmers, and the like. These pro-
grams exemplify U.S. values and pro-
mote the power of democracy and the 
importance of protecting human 
rights. 
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America’s trademark is its values, 

what we stand for, our leadership glob-
ally, and this budget would com-
promise our ability to promote Amer-
ican values. 

This is a penny wise, pound foolish 
budget, as the security challenges that 
will grow from these humanitarian ca-
tastrophes will dwarf the cost of help-
ing to address the challenges before 
they metastasize into failed states and 
havens for extremism. If we don’t help, 
we will have to pay on the other end. 

When we fail to help countries pro-
vide the stability they need to take 
care of their population, they become a 
breeding ground for terrorists. We then 
have to respond with the use of our 
military, and it is much more costly. It 
costs people their lives. 

Climate change—perhaps the most 
pressing national security challenge 
that faces the globe in the 21st cen-
tury—receives less than just neglect; 
this is a budget that actively provides 
a catastrophic effect on climate-in-
duced instability. We will not be able 
to respond to our international obliga-
tions in regard to climate change. 

I understand that for Mr. Sullivan, if 
confirmed, this is the budget proposal 
he has to accept and defend; however, 
both he and Secretary Tillerson should 
be put on notice that I—and I think I 
speak for a number of my colleagues on 
both sides of the aisle—consider this 
budget dead on arrival. I would call on 
him to consider how, if confirmed, he 
will work with the Senate to develop a 
more serious budget proposal over the 
coming months that safeguards and 
promotes American interests in the 
world, that deepens our partnerships 
and alliances, that is sufficient to meet 
the challenges of an increasingly ag-
gressive Russia and increasingly asser-
tive China on the world stage, that pro-
vides our Nation the tools it needs to 
address the pressing humanitarian cri-
ses and challenges, and that supports 
and defends our universal values in the 
best tradition of our Nation. 

That is what we need to do as a Con-
gress. We are the ones who will pass 
the budget. We are the ones who have 
the responsibility to make sure our 
budget speaks to our priorities, our 
values, and our national interests. Yet 
it is very disappointing to see the 
President of the United States submit 
a budget that is just the opposite of 
what it should be in regard to putting 
money toward American values and na-
tional security. We will be looking 
upon Mr. Sullivan, if he is confirmed, 
to work with us so we can develop a 
budget that really speaks to American 
values and American interests. 

Mr. President, I suggest the absence 
of a quorum. 

The PRESIDING OFFICER. The 
clerk will call the roll. 

The senior assistant legislative clerk 
proceeded to call the roll. 

Mr. FLAKE. Mr. President, I ask 
unanimous consent that the order for 
the quorum call be rescinded. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

CLOTURE MOTION 
Pursuant to rule XXII, the Chair lays 

before the Senate the pending cloture 
motion, which the clerk will state. 

The senior assistant legislative clerk 
read as follows: 

CLOTURE MOTION 
We, the undersigned Senators, in accord-

ance with the provisions of rule XXII of the 
Standing Rules of the Senate, do hereby 
move to bring to a close debate on the nomi-
nation of John J. Sullivan, of Maryland, to 
be Deputy Secretary of State. 

Mitch McConnell, Cory Gardner, Tom 
Cotton, Roy Blunt, Jeff Flake, John 
Cornyn, John Barrasso, Ron Johnson, 
James E. Risch, Joni Ernst, John 
Thune, Mike Rounds, Orrin G. Hatch, 
Bob Corker, David Perdue, John 
Hoeven, James M. Inhofe. 

The PRESIDING OFFICER (Mr. 
FLAKE). By unanimous consent, the 
mandatory quorum call has been 
waived. 

The question is, Is it the sense of the 
Senate that debate on the nomination 
of John J. Sullivan, of Maryland, to be 
Deputy Secretary of State, shall be 
brought to a close? 

The yeas and nays are mandatory 
under the rule. 

The clerk will call the roll. 
The senior assistant legislative clerk 

called the roll. 
Mr. CORNYN. The following Senator 

is necessarily absent: the Senator from 
Georgia (Mr. ISAKSON). 

The PRESIDING OFFICER. Are there 
any other Senators in the Chamber de-
siring to vote? 

The yeas and nays resulted—yeas 93, 
nays 6, as follows: 

[Rollcall Vote No. 134 Ex.] 
YEAS—93 

Alexander 
Baldwin 
Barrasso 
Bennet 
Blumenthal 
Blunt 
Boozman 
Brown 
Burr 
Cantwell 
Capito 
Cardin 
Carper 
Casey 
Cassidy 
Cochran 
Collins 
Coons 
Corker 
Cornyn 
Cortez Masto 
Cotton 
Crapo 
Cruz 
Daines 
Donnelly 
Durbin 
Enzi 
Ernst 
Feinstein 
Fischer 

Flake 
Franken 
Gardner 
Graham 
Grassley 
Hassan 
Hatch 
Heinrich 
Heitkamp 
Heller 
Hirono 
Hoeven 
Inhofe 
Johnson 
Kaine 
Kennedy 
King 
Klobuchar 
Lankford 
Leahy 
Lee 
Manchin 
Markey 
McCain 
McCaskill 
McConnell 
Menendez 
Merkley 
Moran 
Murkowski 
Murphy 

Murray 
Nelson 
Paul 
Perdue 
Peters 
Portman 
Reed 
Risch 
Roberts 
Rounds 
Rubio 
Sasse 
Schatz 
Schumer 
Scott 
Shaheen 
Shelby 
Stabenow 
Strange 
Sullivan 
Tester 
Thune 
Tillis 
Toomey 
Udall 
Van Hollen 
Warner 
Whitehouse 
Wicker 
Wyden 
Young 

NAYS—6 

Booker 
Duckworth 

Gillibrand 
Harris 

Sanders 
Warren 

NOT VOTING—1 

Isakson 

The PRESIDING OFFICER. On this 
vote, the yeas are 93, the nays are 6. 

The motion is agreed to. 
The Senator from Utah. 

THE INTERNET 
Mr. LEE. Mr. President, I rise today 

to discuss the Federal Communication 
Commission’s welcome proposal to end 
utility-style regulation of the internet 
by reversing the 2015 open internet 
order. 

Anyone who has followed the hyper-
bolic debate about net neutrality has 
likely heard that the FCC is moving to 
squelch competition, limit consumer 
choice, raise prices, and perhaps even 
destroy the internet. That is my favor-
ite one. At least that is what some ac-
tivists and crusading late-night come-
dians claim. But none of this is true— 
none of it. 

Rather, the FCC is reviewing the 
light-touch regulatory environment 
that, from the outset, facilitated the 
kind of innovation that produced the 
internet and expanded internet access 
to millions of Americans over the 
course of many years. 

In order to understand this com-
plicated issue, we need to be honest 
about what led us to where we are 
today; that is, the FCC’s 2015 open 
internet order. The Obama-era FCC 
claimed that its order implemented net 
neutrality, or the equal treatment of 
all data over the internet, but that 
isn’t quite right. The actual change 
was far broader than that. 

The FCC reclassified broadband 
internet access service as a title II 
telecommunication service, instead of 
a title I information service. That 
might sound like a small change, but 
this soundingly small—some might 
even say soundingly innocuous— 
change applied a whole host of New 
Deal era regulations that were meant 
to apply to monopolistic telephone 
companies, monopolistic utility com-
panies, and they applied those to the 
internet. 

It subjected 21st century technology 
to the same rules that governed rotary 
telephones in the 1930s. Why, then, did 
the FCC do this? It wasn’t because a 
free and open internet was harming 
Americans. The activists and enter-
tainers clamoring for more government 
control of the internet claimed that it 
was under attack by predatory internet 
service providers but, strangely 
enough, none of them actually provided 
evidence for that very serious asser-
tion. 

If you are going to make that claim, 
back it up, point to evidence. Instead, 
they speak about imaginary or hypo-
thetical harms. The 400-page order uses 
words like ‘‘may,’’ ‘‘could,’’ ‘‘might,’’ 
or ‘‘potentially’’ not just here and 
there, not just a few times but several 
hundred times. Nor did the FCC issue 
the open internet order because Con-
gress told it to. 

On the contrary, nearly 20 years ago, 
our colleague Senator WYDEN, along 
with then-Senator John Kerry and oth-
ers, expressly argued against the dras-
tic action that would later be taken by 
the FCC in 2015. After passing the bi-
partisan Telecommunications Act in 
1996, this group of Senators affirmed 
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the internet’s status as a free and open 
information service, stating that 
‘‘nothing in the 1996 Act or its legisla-
tive history suggests that Congress in-
tended to alter the current classifica-
tion of Internet and other information 
services or to expand traditional tele-
phone regulation to new and advanced 
services.’’ 

Finally, the FCC did not intervene 
because it had evidence of market fail-
ure. When the FCC issued its order, the 
internet was still an explosive source 
of growth and innovation throughout 
America and throughout the world—as 
it had been for decades—when greater 
and greater numbers of Americans 
gained access to the internet for the 
first time. Perhaps, because of this in-
convenient fact, the FCC hardly con-
sidered the possible economic effects of 
its regulations. The FCC’s chief econo-
mist at the time went so far as to say 
the rules were an ‘‘economics-free 
zone.’’ 

What the internet does need is regu-
latory certainty, which is why I re-
cently introduced the Restoring Inter-
net Freedom Act, along with several of 
my colleagues. This bill would fully re-
peal the FCC’s 2015 internet takeover. 
More importantly, it would prevent the 
FCC from interfering with the internet 
in the future unless such actions were 
specifically authorized by Congress. 

We shouldn’t stop there. Instead of 
waiting for regulators and activists to 
find new excuses to restrict the inter-
net, we should open it further to ex-
tend more choices to American con-
sumers. In other words, we should en-
sure that Federal policy promotes com-
petition. 

As we know from experience, heavy- 
handed regulations like the FCC’s 
order tend to favor large, deep-pock-
eted companies over startups that 
can’t afford an army of lobbyists in 
Washington. Removing these regu-
latory barriers will allow upstart en-
trepreneurs to compete with incum-
bents for consumers’ loyalty. Those 
consumers—ordinary Americans and 
their families—will benefit from the 
improved service and lower prices that 
this kind of competition inevitably 
creates. 

Most American households currently 
have access to at least one internet 
service provider. Many have access to 
two or more, which might look like a 
competitive market exists for those 
households, but regulations can keep 
these different options from being ade-
quate substitutes for one another. 

The government restricts access to 
valuable resources that could be used 
for high-quality internet services. Ac-
cording to a 2012 report by the Obama 
administration, the Federal Govern-
ment is sitting on upwards of 60 per-
cent of the best radio spectrum, so- 
called ‘‘beachfront’’ spectrum, which 
could be put to use for commercial 
internet services like 5G wireless 
broadband. 

Meanwhile, excessive permitting, li-
censing, and environmental impact 

regulations delayed broadband deploy-
ment over Federal and public lands, es-
pecially in the West. 

Finally, the Office of Management 
and Budget found that private parties 
spend nearly $800 million each year to 
comply with FCC paperwork require-
ments. The bill for this ends up being 
paid entirely by ordinary American 
families. 

Thankfully, my colleagues in the 
Senate have already identified many of 
these problems and have done work to 
address them. Senators KLOBUCHAR and 
DAINES have spent considerable time 
on policies to streamline broadband 
internet deployment through their 
‘‘dig-once’’ proposals. Senator HELLER 
is a champion for reducing barriers for 
deploying broadband throughout the 
West. Senators THUNE and NELSON, the 
chairman and the ranking member of 
the Senate Committee on Commerce, 
have introduced measures in the past 
to free up radio spectrum held by Fed-
eral agencies and organizations. 

These are just a few of the many 
thoughtful ideas to reduce barriers to 
entry and increase competition, which 
has the potential to improve quality 
and bring down prices. The bipartisan 
nature of these policies demonstrates a 
clear understanding that improve-
ments can be made, and everyone 
should be able to agree that more com-
petition is better for American con-
sumers, especially those in rural or 
low-income housing. 

Everyone should also be able to agree 
that consumers should be protected 
from unfair and deceptive business 
practices. Thankfully, the Department 
of Justice and the Federal Trade Com-
mission already enforce fair rules that 
protect Americans’ enjoyment of a free 
and open internet. 

The combination of competition and 
strong enforcement of antitrust and 
consumer protections provides the ben-
efits of an innovative marketplace 
while avoiding problems that come 
from tired, anti-consumer, outdated 
regulations like title II and like the 
2015 open internet order. 

For the sake of American consumers 
and innovators—not for entrenched 
business interests—I hope to work with 
partners in the House, Senate, and the 
FCC to promote competition in the 
technology sector, including among 
internet service providers. If that 
means underperforming companies 
have to work a little harder for their 
customers, that is all the better, be-
cause the end result of lively competi-
tion is more investment and innova-
tion by businesses, which translates 
into more choices and better service 
for consumers. 

I encourage my colleagues, regardless 
of party or ideology, to work with me 
on this project. If they are truly inter-
ested in a better internet—not just 
government intrusion and control for 
its own sake—I am sure they can help 
me identify other barriers to entry to 
the information superhighway. 

For now, a good start to ensure that 
American consumers and small busi-

nesses benefit from the internet is to 
repeal the FCC’s 2015 internet take-
over, enforce antitrust, unfair, and de-
ceptive practice standards, and encour-
age competition among internet firms. 
Only then can we guarantee an inter-
net that is free and open for everyone. 

I suggest the absence of a quorum. 
The PRESIDING OFFICER. The 

clerk will call the roll. 
The legislative clerk proceeded to 

call the roll. 
Mr. CASEY. Mr. President, I ask 

unanimous consent that the order for 
the quorum call be rescinded. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

Mr. CASEY. Mr. President, I also ask 
unanimous consent to speak as in 
morning business. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

TRIBUTE TO BONNIE SEAMAN 
Mr. CASEY. Mr. President, today I 

wish to commend Bonnie Seaman, who 
has loyally served the people of Penn-
sylvania for more than 40 years, more 
recently as the director of constituent 
services for my Senate office. Bonnie 
has not only been a trusted member of 
my staff but a very close family friend. 

Bonnie was born and raised on a tur-
key farm in Leck Kill, PA. She is the 
youngest of four children. She first 
began her public service career in 
county government at what was then 
known as the Northumberland County 
Mental Health and Mental Retardation 
Department, where she touched the 
lives of people in her community. 

In pursuit of a college degree, Bonnie 
attended Indiana University of Penn-
sylvania and graduated cum laude with 
a degree in education. After gradua-
tion, she worked as a special education 
teacher. 

Bonnie’s passion for helping others 
steered her career to the Pennsylvania 
State Senate. While working in the 
Pennsylvania Senate, she was asked by 
her supervisor if she was interested in 
working on my father’s transition 
team after he was elected Governor of 
Pennsylvania in 1986. This transition 
job offer was supposed to be temporary, 
but Bonnie would spend the next 30 
years working in State government for 
both then-Governor Casey and then 
me, when I got to State government 
years later. 

She worked as the Governor’s execu-
tive assistant for 8 years, and of course 
she wore many hats, managing the 
Governor’s staff, scheduling events, 
and resolving constituent issues, but 
her most important role was providing 
support to the Governor. Her dedica-
tion and loyalty earned her the respect 
of her fellow employees in the Gov-
ernor’s office as well as those she 
worked with outside of the office. 

After working in Governor Casey’s 
administration, Bonnie worked as well 
with my father on his autobiography 
entitled ‘‘Fighting for Life.’’ In his 
book he pays tribute to her as follows: 

I could never have made it through this 
project without my executive assistant, 
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Bonnie Seaman. It’s hard to think of any 
work I have done these past ten years with-
out Bonnie. Another theme of this book is 
loyalty, and few people have taught me more 
about the trait than Bonnie. I am deeply in-
debted to her for the skill and good spirit she 
brings to our work right up to this day. 

That was written more than 20 years 
ago—just about 22 years ago. Of course, 
I can say the same thing about Bon-
nie’s work in the U.S. Senate. In 1996, 
when I was elected the State’s auditor 
general, Bonnie was vital to, first, my 
transition team. Then she served as the 
director of the Office of the Auditor 
General for 8 years, where she oversaw 
day-to-day operations of my schedule 
and the management of staff. When I 
was elected State treasurer in 2004, 
Bonnie began work with the Treasury 
Department. Then, finally, when I was 
elected in 2006 to the Senate, I asked 
Bonnie to serve as director of con-
stituent services. I knew that her dedi-
cation to public service and compas-
sion for others would make her an ex-
cellent director. She led the office of 
constituent services for 10 years with 
distinction. With her gold standard 
professionalism, and unimpeachable 
ethics, she was a mentor to her staff 
and served as a shining example of 
quality public service. Through her 
work, Bonnie has touched the lives of 
over 60,000 Pennsylvania constituents. 

On behalf of my family, as well as 
thousands of families across our Com-
monwealth, I express our gratitude to 
Bonnie Seaman for more than three 
decades of stellar public service. The 
building we worked in, in Harrisburg, 
has this inscription on the front of it, 
the finance building: ‘‘All public serv-
ice is a trust, given in faith and accept-
ed in honor.’’ Bonnie accepted the trust 
that was placed in her. She kept faith 
with taxpayers and brought honor to 
her work. I wish Bonnie well in her re-
tirement as she travels with her hus-
band Tom, attends yoga classes, and 
enjoys time with her family and 
friends. 

Mr. President, I yield the floor. 
The PRESIDING OFFICER. The Sen-

ator from Arkansas. 
(The remarks of Mr. COTTON per-

taining to the introduction of S. 1202 
are printed in today’s RECORD under 
‘‘Statements on Introduced Bills and 
Joint Resolutions.’’) 

Mr. COTTON. I yield the floor. 
I suggest the absence of a quorum. 
The PRESIDING OFFICER (Mr. 

STRANGE). The clerk will call the roll. 
The bill clerk proceeded to call the 

roll. 
Mr. UDALL. Mr. President, I ask 

unanimous consent that the order for 
the quorum call be rescinded. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

f 

RECESS 

The PRESIDING OFFICER. Under 
the previous order, the Senate stands 
in recess until 2:15 p.m. 

Thereupon, the Senate, at 12:31 p.m., 
recessed until 2:15 p.m. and reassem-

bled when called to order by the Pre-
siding Officer (Mr. PORTMAN). 

f 

EXECUTIVE CALENDAR—Continued 

The PRESIDING OFFICER. The 
President pro tempore, the Senator 
from Utah. 

INTERNATIONAL DATA PRIVACY 
Mr. HATCH. Mr. President, I rise 

today to discuss international data pri-
vacy. This is a critically important 
issue that has become all the more im-
portant over the years as we become 
more sophisticated. It has become all 
the more pressing in recent months as 
a result of court decisions impacting 
law enforcement’s ability to access 
electronic communications overseas. 

I don’t think it would surprise any-
one to hear me say that our privacy 
laws have not kept pace with techno-
logical developments. The primary 
statute that governs law enforcement’s 
ability to access electronic data, the 
Electronic Communications Privacy 
Act, or ECPA, was enacted over 30 
years ago—long before most people had 
even heard of email or the internet. 
ECPA was drafted in a world in which 
electronic data was stored on personal 
computers or on servers located in of-
fices or homes. It presumes a world 
where data is in one location and where 
in order to access data, a person simply 
goes to the relevant location and re-
trieves it. But that is not the world we 
live in, at least not today. Nowadays, 
much of our data is stored not on home 
or office computers but in the cloud, a 
network of remote servers spread 
throughout the world that allows us to 
access data from literally anywhere. 

The rise of cloud and remote network 
computing has transformed the way 
companies and individuals store data. 
No longer is data stored on sites or in 
one discrete location; rather, data per-
taining to a single individual or even 
to a single document may be stored at 
multiple sites, spread across countries 
or even across continents. This has cre-
ated all sorts of complications for our 
laws. 

ECPA requires law enforcement to 
obtain a warrant before it can access 
many types of electronic communica-
tions. It also prohibits disclosure to 
foreign entities. Warrants, however, 
traditionally have stopped at the 
water’s edge. A judge here in Wash-
ington can issue a warrant authorizing 
law enforcement to search an office 
here in Washington but cannot issue a 
warrant for searches in London or 
Paris. 

So what is law enforcement to do in 
a world of cloud computing where 
pieces of the same electronic document 
might be stored in Washington, Lon-
don, and Paris? 

One possibility is to say that as long 
as the data is accessible from the 
United States—that is, so long as you 
can retrieve it by logging on to a com-
puter somewhere in the United 
States—that is all that matters; law 
enforcement can order its disclosure. 

This sort of maximalist approach, 
however, brings with it a whole host of 
problems. To begin with, it pays scant 
attention to the laws and interests of 
other countries, including our closest 
allies. Other countries, it turns out, 
have data privacy laws of their own, 
and just like ECPA, sometimes these 
laws prohibit disclosure to foreign enti-
ties, including foreign law enforce-
ment. So to say U.S. law enforcement 
can compel disclosure and data stored 
anywhere in the world so long as that 
data is accessible in the United States 
is really to say that U.S. law enforce-
ment can override the laws of other 
countries. 

More particularly, it is to say U.S. 
law enforcement can order individuals 
or companies that store data overseas 
to violate the privacy laws of other 
countries. This is unfair to service pro-
viders who may find themselves on the 
wrong side of the law no matter which 
side they choose and does little to help 
international relations. It also under-
mines trust, drives customers to for-
eign competitors, and undermines the 
privacy of U.S. citizens by emboldening 
other countries with less robust pri-
vacy regimes that similarly seek un-
limited extra territorial access to data. 

Another possibility is to say that if 
the data is stored in the United States, 
then law enforcement may access it, 
but if it is stored outside our borders, 
it is off limits. 

This is essentially the current state 
of affairs following a decision last sum-
mer by the U.S. Court of Appeals for 
the Second Circuit that ECPA war-
rants do not reach data stored abroad. 
Under the Second Circuit’s decision, 
U.S. law enforcement can use compul-
sory process to access data stored in 
the United States but must work 
through diplomatic channels to obtain 
data stored overseas. 

This sort of domestic storage regime 
has the benefit of avoiding the conflict- 
of-laws problems I have just described, 
but it also has very real drawbacks. 

To begin with, it impedes law en-
forcement’s ability to solve and pre-
vent crime in cases where the needed 
data is stored outside the United 
States, even when the creator of the 
data is an American, the service pro-
vider storing the data is an American, 
and the crime being investigated took 
place here in the United States. The 
mere happenstance that the data is 
stored beyond our borders, even though 
it may constantly or instantly be 
accessed from within our borders, 
places it off limits. Service providers’ 
varying business practices in moving 
and holding data determine whether an 
investigation moves forward. 

This sort of domestic storage regime 
also forces U.S. law enforcement to 
work through diplomatic channels, 
which sometimes are slow and some-
times very cumbersome and in many 
instances less protective of privacy 
than U.S. criminal process, which re-
quires a warrant from a neutral mag-
istrate and a finding of probable cause. 
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